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1
Decision/action requested

This discussion document is for convenience only. Resolution of the editor's notes has been split up into individual CRs, to facilitate email discussion threads focussing on one issue at a time. 
Fundamental comments should always be in the thread of the R15 CR, and indicate whether they also apply to the R16 mirror. Comments only applying ot the R16 mirror should be addressed there.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

<Examples of references, please delete when you have inserted your actual references:

[1]
3GPP TS 33.501 Security architecture and procedures for 5G system
[2]
draft-ietf-emu-rfc5448bis-07. Improved Extensible Authentication Protocol Method for 3GPP Mobile Network Authentication and Key Agreement (EAP-AKA')
3
Rationale

With R16 stage 2 concluded, it is time to revisit the existing editor's notes in 33.501. This document gives a summary of the proposed treatment of the editor's notes in 33.501. Resolution of the editor's notes is attempted such that there is no impact on existing implementations. Therefore, there is no checkbox marked for "CR affects" in the CRs.
4
Detailed proposal

4.1
Editor's notes in clause 2 and clause 6.1.3.1: 
It is proposed that these will be updated and removed once RFC 5448 bis [2] is published by IETF.

4.2
Editor's note in clause 6.3.2.1: 

 Editor's Note: It is FFS to define the event(s) that triggers the storage of the key in the ME or in the USIM. Also, the appropriate clause needs to be considered.


24.501 clause 5.4.1 already describes when contexts are stored in the ME. E.g. in for 5.4.1.3.3 for 3GPP AKA. In 24.501 Annex C mentions only full native 5G NAS security context to be stored in USIM. 
It is therefore proposed to delete this editor's note in R15 (S3-201558) and R16 (S3-201559).

4.3
Editor's notes in clause 6.8.1.2.0:
Editor's Note: the impact on the connection states transitions when NAS signalling takes place over non-3GPP access is FFS. 

Editor's Note: the impact on the connection states transitions when UE has two established NAS connections with the same AMF is FFS.
Considering the duration these editor's notes were present in 33.501, it can be assumed that the further study didn't identify any relevant impact.
It is therefore proposed to delete these editor's note in R15 (S3-201561) and R16 (S3-201562).

4.4
Editor's notes in clause 6.8.1.2.2:

Editor's Note: The procedures the UE uses to establish cryptographic protection for radio bearers are FFS.
Estblishment of cryptographic protection for radio bearers has been stable for quite some time no.

It is therefore proposed to delete this editor's note in R15 (S3-201563) and R16 (S3-201564).

4.5
Editor's notes in clause 6.8.1.2.4:

Editor's Note: The exceptions from when the AMF and the UE shall keep the 5G NAS security context stored is FFS.

Considering the duration this editor's notes was present in 33.501, it can be assumed that the further study didn't identify any relevant further exceptions.

It is therefore proposed to delete this editor's note in R15 (S3-201565) and R16 (S3-201566).

4.6
Editor's notes in clause 6.9.1:

Editor's Note: The use of KSEAF in 4G-5G interworking is ffs and may impact this clause.
This is the only content in the general clause of security handling in mobility. Considering that it is highly unlikely that any descriptive text will be agreeable at this stage of the specification, it is proposed to void the whole clause 6.9.1 in R15 (S3-201567) and R16 (S3-201568).

4.7
Editor's notes in clause 6.9.4.1:

 note: Following NAS key related text are adapted from TS 33.401 and kept here for completeness and to not miss them out. It is FFS whether they need updating according to the agreements in SA3 and whether to move them to Clause 6.5.

This editor's note is purely editorial.

It is therefore proposed to delete this editor's note in R15 (S3-201569) and R16 (S3-201570).

4.8
Editor's notes in clause 6.9.4.2:

Editor's note: It is FFS whether this clause need updating according to the agreements in SA3 related to NAS keys (e.g. number of NAS keys, number of NAS SMCs, horizontal derivation of KAMF, etc.).

NAS rekeying has been stable for a while now, so no further update is deemed to be required.
It is therefore proposed to delete this editor's note in R15 (S3-201571) and R16 (S3-201572).

4.9
Editor's notes in clause 6.9.4.3:

Editor's Note: This clause is meant to contain content about KAMF refresh. Scenarios for KAMF refresh are FFS.
A scenario for KAMF refresh is described in the section. 
It is therefore proposed to delete this editor's note in R15 (S3-201573) and R16 (S3-201574).

4.10
Editor's notes in clause 10.2.2.2:

Editor's Note: Error message depend on the primary authentication method used. It is ffs which message is used by the UE to indicate authentication failure.
CT has defined which message is used to communicate authentication failure. 
It is proposed to refer to 24.501 and delete the editor's note. Below is the proposed reference to 24.501 .

-
After the receiving from the UE of both, the Emergency Registration request and an AUTHENTICATION FAILURE  message with error code as defined in 24.501 [35] clauses 5.4.1.2.4.5 (for EAP based authentication) or 5.4.1.3.7 (for 5G AKA based authentication), the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.
R15 (S3-201575) and R16 (S3-201576).

4.11
Editor's notes in clause 13.2.3.6:

Editor's Note: The error message type needs to be specified by CT4.

A CR has been proposed in CT 4 to define this error message. For now, it is proposed to keep this in, until CT4 has taken action.
4.12
Editor's notes in clause 13.2.4.4.1:

Editor’s Note:  The exporter label for this usage should be registered with IANA

The exporter label registration has been requested from IANA. For now, it is proposed to keep this editor's note, until IANA has taken action. However, CRs have been prepared in case IANA responds prior to the end of the meeting.
R15 (S3-201577) and R16 (S3-201578).
4.13
Editor's notes in clause 13.5:

Editor’s Note: The exact message names are FFS.

The stage 3 procedure is described in 29.573. It is proposed to adapt to the request response wording (not messages) and refer to the exchange-capability resource.

R15 (S3-201579) and R16 (S3-201580).
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Figure 13.5-1 Security capability negotiation
1.
The SEPP which initiated the TLS connection shall issue a POST request  to exchange-capability resource of the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32 (see table Table 13.5-1). The security mechanisms shall be ordered in the initiating SEPP’s priority order.  

2.
The responding SEPP shall compare the received security capabilities to its own supported security capabilities and selects, based on its local policy (e.g. based on whether there are IPX providers on the path between the SEPPs), a security mechanism, which is supported by both initiating SEPP and responding SEPP. 

3.
The responding SEPP shall respond withto the initiating SEPP with the selected security mechanism for protecting the NF service related signalling over N32. 


��Check if two leading dots are correct – looks like a directory traversal attack
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